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START OF CHANGES

***** CHANGE 1 
4.2.3.1
Introduction
The technical baseline is a generic set of security requirements to be fulfilled by all network products.

In particular these requirements counter the security threats and objectives identified in the TR 33.926 [4] and they basically aim to guarantee the network product confidentiality, integrity and availability.

4.2.3.2
Protecting data and information

4.2.3.2.1
Protecting data and information – general

Adequate security measures for protecting sensitive data shall be implemented as defined in the present document. Further measures (that are beyond the scope of the present document) may be required by local regulation depending on the classification of the data and other factors such as type of network used during transmission, storage location for data, etc.

4.2.3.2.2
Protecting data and information – Confidential System Internal Data

Requirement Name: Unauthorized Viewing

Requirement Description: When the system is not in maintenance mode, there shall be no system function that reveals confidential system internal data in the clear to users and administrators. Such functions could be, for example, local or remote OAM CLI or GUI, logging messages, alarms, configuration file exports etc. Confidential system internal data contains authentication data (i.e. PINs, cryptographic keys, passwords, cookies) as well as system internal data that is not required for systems administration and could be of advantage to attackers (i.e. stack traces in error messages).

Security Objective references: tba.

Test case: 

Test Name: TC_CONFIDENTIAL_SYSTEM_INTERNAL_DATA

Purpose:

Verify that no system function reveals sensitive data in the clear 

Procedure and execution steps:

Pre-Condition:

The vendor shall provide documentation describing how confidential system internal information that could possibly be revealed in clear-text is handled by system functions.
A list of all system functions in the network product, information on how to enable and execute them should be provided as a part of the vendor's documentation. A system function is every function implemented in the network product needed by the services/functionalities provided by the network product itself.
Execution Steps

Execute the following steps:

1.
Review the documentation provided by the vendor describing how confidential system internal information is handled by system functions.

2.
The tester checks if all system functions as described in the product documentation (e.g. local or remote OAM CLI or GUI, logging messages, alarms, error messages, configuration file exports, stack traces)  whether they reveal any confidential system internal data in the clear (for example, passphrases). 

Expected Results:

There should be no confidential system internal data revealed in the clear by each
 system function.

Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot containing the operational results.
4.2.3.2.3
Protecting data and information in storage

Requirement Name: Protecting data and information in storage

Requirement Description:

For sensitive data in (persistent or temporary) storage read access rights shall be restricted. Files of a system that are needed for the functionality shall be protected against manipulation.
In addition, the following rules apply for: 

-
Systems that need access to identification and authentication data in the clear, e.g. in order to perform an authentication. Such systems shall not store this data in the clear, but scramble or encrypt it by implementation-specific means.

-
Systems that do not need access to sensitive data (e.g. user passwords) in the clear. Such systems shall hash this sensitive data .

-
Stored files on the network product: examples for protection against manipulation are the use of checksum or cryptographic methods.

Security Objective references: tba

Test case: 
Test Name: TC_PSW_STOR_SUPPORT

Purpose:

Verify that Password storage use one-way hash algorithm.

Procedure and execution steps:

Pre-Conditions:

-
The tester can access the storage of own user account password. 

-
The tester has privileges to change the password.

-
The original password is P1.

Execution Steps

1.
The tester accesses the storage where the result of P1 is, and the corresponding hash value is recorded as A

2.
The tester changes the password with P2, then the tester record the storage hash value of the new password as B

3.
The tester repeats the step 2 to get other records.

4. The tester verifies whether all the records comply with the characteristic of one-way hash result.

Expected Results:

All records comply with the characteristic of one-way hash result.
Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot contains the operation results.

4.2.3.2.4
Protecting data and information in transfer

Requirement Name: tba

Requirement Description:

-
Usage of cryptographically protected network protocols is required. 

-
The transmission of data with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.

Security Objective references: tba

Test case: 
Test Name: TC_PROTECT_DATA_INFO_TRANSFER_1
Purpose:

Verify the mechanisms implemented to protect data and information in transfer to and from the Network Product's OAM interface. 

NOTE: 
The test is limited to the OAM interface although the requirement does not have this limitation because the protection of standardised interfaces will be covered by regular interoperability testing and the proprietary use of HTTPS is covered in clause 4.2.5.1.

Procedure and execution steps:

Pre-Conditions:

Network product documentation containing information about supported OAM protocols is provided by the vendor,
A peer implementing the security protocol configured by the vendor (e.g. SSH client supporting SSHv2 or HTTPS client) shall be available.

For TLS, the tester shall base the tests on the profile defined by 3GPP in TS 33.310. For IKE and IPsec, the tester shall base the tests on the profile defined by 3GPP in TS 33.210. For protocols, for which 3GPP did not define a security profile, e.g. SSH, the tester shall base the tests on a widely recognised and publicly available security profile.

Execution Steps 
1.
The tester shall check that compliance with the selected security profile can be inferred from detailed provisions in the product documentation.

2. The tester shall establish a secure connection between the network product and the peer and verify that all protocol versions and combinations of cryptographic algorithms that are mandated by the security profile are supported by the network product.

3.
The tester shall try to establish a secure connection between the network product and the peer and verify that this is not possible when the peer only offers a feature, including protocol version and combination of cryptographic algorithms, that is forbidden by the security profile. 

Expected Results:

The traffic is properly protected, and insecure options are not accepted by the Network Product. 

Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.

4.2.3.2.5
Logging access to personal data

Requirement Name: Logging access to personal data
Requirement Description:

In some cases access to personal data in clear text might be required. If such access is required, access to this data shall be logged, and the log shall contain who accessed what data without revealing personal data in clear text. When for practical purposes such logging is not available, a coarser grain logging is allowed.

In some cases, the personal data stored in the log files may allow the direct identification of a subscriber. In such cases, the revealed personal information may not expose the subscriber to any kind of privacy violation. 

Test case: 

Test Name: TC_LOGGING_ACCESS_TO_PERSONAL_DATA 
Purpose:

Verify that in cases where a network product presents personal data in clear text that access attempts to such data are logged and the log information includes the user identity that has accessed the data. The test case also verifies that the personal data itself is not included in clear text in the log.

Procedure and execution steps:

Pre-Conditions:

A document which provides a description of where personal data in clear text is accessible on the network product, how it can be accessed, and details of where such access attempts are logged and how to view these logs.

Execution Steps

-
The tester verifies that for cases where personal data is accessible in clear text that attempts to access it are recorded in a log, that the log includes the user that has attempted to access the data and that the log does not include the actual personal data in clear-text. 

-
The tester repeats the check for each case where personal data is accessible. 

  Expected Results:

All access attempts to personal data (in clear text) are recorded in the described logs, with the user identity included and no personal data is visible in the log.
Expected format of evidence:

Sample copies of the log files.
END OF CHANGES


